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What Is Ransomware?

« "Agency” Ransomware

Typically received from “shady” sites
Will lock a machine, but will not encrypt or
damage files

Easier to recover from via Safe Mode or a live
CD

* Crypto Ransomware

Specifically searches for valuable files

Uses strong levels of encryption to hold files
hostage, until payment is made

Often times non-recoverable if there is no
backup available

*  Why Ransomware?

Easier to conduct transactions

People have a need for their important files so
they are likely to pay

Doesn't involve credit card fraud, which
requires cloners, mules, etc.

Low maintenance, once the initial package is
developed
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Pakistani
Brain

* Used to prevent piracy in
software written by two
brothers, Basit and Amjad
Farooq Alvi

» Had a special “ransom”
message, instructing users to
call them if they see the
warning

* Brain Net is now the largest
Internet service provider in
Pakistan
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Part No: 6023450

Double Sided
4019 Double Density

40 Track

Soft Sectored

5.25" Diskette
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PC Cyborg/AIDS

More commonly known as
the "first” ransomware

Was delivered manually, via
a diskette titled "AIDS
Information Introductory
Diskette”

When the boot count
reached 90, AIDS hid
directories and encrypted
the names of all files on the
C: drive. It then asked the
victim to 'renew the license'
and contact PC Cyborg
Corporation for payment
Payment of $189 sent to a
post office box in Panama.
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Sapiia %) Archiveus and
| GPCode

 Archiveus (MayAlert)

— The password was only
available after the victim
purchased from one of
three online drug stores

— Ransomware that
encrypted files on the
disk, by "archiving”
them.

myarhive | — Someone cracked the

' password -

mf2lro8sw03ufvnsq034)f

owr18f3cszc20vmw

* GPCode

— Also called PGPCoder, it
utilized Symmetric
Encryption, making it
fairly easy to hack

Estract 1 files In arhive

Flease entire pagsword:

F—
-
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i I \Documents and Settlngs 1Al UsersiDocumentsiMy Pictures)ample Pictures

|_READ_ME_!bxt 3 Blue hills,jpg. _CRYPT
Picture Tasks Texk Dacument 1ag) | CRYPT Fila
LKE = | ZGKE

View as a slide show

3 Sunset.jpg. _CRYPT
aagl | CRYPT File:
= | 70KB

3y Water lies.jpg. _CRYPT
248 _CRYPT File
=1 | BZKB

Order prints onling

Print pictures

Your files are encrypted with RSA-1024 algarithm, To recovery your files vou need to buy our decryptor, To buy
decrypting tool contact us at: s @yahoo.com

Image by tau.ac.il
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GPCode.AK

Changed encryption routine
to RSA-1024 and AES-256
Encrypted more files
Renames them with a
._CRYPT extension and
deletes the original files
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Your computer
has been locked! WinLockers

Your computer has been locked due to suspicion of illegal content HOW TO UNLOCK YOUR COMPUTER: . .
downloading and distribution. . )
Mentioned illegal content (414 Mb of video files) was automatically Take your cash to one of this N o n E n Cryptl ng WI n LOCke rS

classified as child pornographic materials. Such actions, in whole or in retail locations: . .
part. viclate following U.S. Federal Laws: Wall t K o) @ b EffeCtlvely IOC kS Wl nd OWS,
18 U.5.C. § 2251- Sexual Exploitation of Children (Production of child ST . t th t
pornography) cvs. ekt
18 U.5.C. § 2252- Certain activities relating to material involving the preven I ng e Com pu er user
sexual exploitation of minors (Fossession, distribution and receipt of M M
chid pormography) e e Get a MoneyPak and from accessing their desktop,
18 U.S.C. § 2252A- certain activities relating to material constituting or s . . .
cantaining child pornography purchase it with cash at the f| IeS, or a p p | |Cat|o ns

register
Any individual who violates, or attempts to violate, or conspires to
violate mentioned laws shall be sentenced to a mandatory term of

imprisonment from 4 to 30 years and shall be fined up to $250,000.

Technical details:

Involved IP address
Involved host name:
Source or intermediary sites: http://pornerbros.com

Come back and enter your
MoneyPak code to unlock
your computer (& attempts

available)

All suspicious files from your computer were transmitted to a special = :
server and shall be used as evidences. Don't try to corrupt any data or Submit
unblock your account in an unauthorized way.
Your case can be classified as occasional/unmotivated, according to title Il | = | & |
17 (U. 5. Code) § 512. Thus it may be closed without prosecution. Your n ‘ E | 6 |
computer will be unblocked automatically. | | |

7 8 9
In order to resolve the situation in an above-mentioned way you
should pay a fine of $300. Delete ‘ 0 | Enter ‘

Permanent lock on 05/01/2013 5:20 p.m. EST

Image by securitystronghold.com
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Cashing In

2y * The money starts flowing,
2" hackers realize people are
“willing” to pay

« Adds more fuel to the fire,
y allowing next-gen malware
to be created
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Reveton and
Urausy

ATTENTION !

1P
Locaton: United States Video Recording |
IPS:
oM 8
Your PC is blocked due to at least one of the reasons specified below. L4 eveto n

¥ou have been violateng Copyright and Related Rights Law (Video, Music, Software] and illegally
using or distributing copyrighted content, thus infringirg fArticle 1, Section 8, Clause 8, also

knewn as the Copyright of the Criminal Code of United Stares of Armerica. - - FraUdUIentIy C.I.al ms to
Artiche 1, Section 8, Clause 8 of the Criminal Code provides for a fine of twa to five hundred wﬁ;" Moneypak' be fro m a Ieg Itl mate
minimal wages or a deprivaticn of liberty for two o eight years,

vYou hawe been viewing or distributing prohibited Pornographic content (Child Porno/Zooflia and |aW e nfo rCe m e nt

etch. Thus violating article 202 of the Criminal Code of Linited States of America. Article 202 of Coda Swm:

the Criminal Code provides for & deprivation of Fberty for four o twelve years. lﬁ‘ Ll a uth O rity a nd that the

Iltegal access has been initiated from your PC without vour knowledge or consent, wour PC may

be infected by mabware, thus you are wiolating the law Gn Neglactful Use of Persaonal Computer, 1 = 3 4 = & 7 i (=1 (7] VICtI I I I has been
Artiche 210 of the Criminal Code provides for a fine of up te $100,000 andfor a deprivation of

e e e 2 d loadi

m— i ——— ownloading

Pursuant to the amendment to the Criminal Code of United Szal F Armerica of May 38, 2011, M

tl:n_i:-liw -n?ﬁnqﬂ;mﬂgrﬂ Eir:i: = n::x l:per.;terga— ﬂrst_"tlme}n;n:'p' b E‘;l::iceie:r.l:s czndi?::}nﬂ im case po rn Og ra p h IC I m a g es
you pay the fine to the State.

Where I can buy MoneyPak?

Fines may only ba paid within 72 howrs after the infringement. As soon as 72 hours elapse, the —_ M O neyPa k Wa S
possibifity to pay the fine expires, and a crimanal case s mnitlabted against you automatically [—?:E m
waithin the fast 72 haurs! - CVS/pharmeacy
LA commonly used for
l;}lu(;'lclirsl-::(k the compuier, you must pay the fine through MaoneyPak .".'.'r,.a".."'-?." E payment
.
How do 1 unfock computer using the MoneyPak 7 D |' d M C' d |
o — Deliverea via Citade

L. Find 2 retad kecation near you.
2. Look for a MoneyPak n the prepaid section. Take it to the cashier and load it with cash. A R platfo rm

service feae of up o $4.95 will apoly. R
3. To pay fine, vou should enter the digits MoneyPak resulting code in the payment form and m%mﬁdi M?

B e ;E’gwwuzmgi, . .+ Urausy
wh pay the fine, PCowilll gat unlocked 1 o 48 ha after the mo s to :."'-" e, mhrdm:puﬂ

an you pay the fine, your il u En -] urs after FRGnEY & DUt & % ey, aee | E { b
iz bl R — Another ransomware

;:::::::a:r:-;::urs, you'll have to send the code by email finedfbi.gov [ Do not forget to tha:t m i m iCS Reveto n
actions

Image by krebsonsecurity.com
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+ Cryptobpcker

Private key will be destrayed on
9/24/2013
6:21 PM

Tirre et

54:15:15

1986 1989

2006

Your personal files are encrypted!

Your important files encryption produced on this computer: photos, videos,
documents. et Here is a complate list of encrypted files, and you can personally
\.'e-:ih_l.l this

Ereryption was preduced wiing 8 unigue public key RSA-2048 generated (o this
computer. Te decrypt filesyou need 1o obtain the private key.

Tha single copy of the private key, which will allow you to decrypt the files, located
ana secrel seregr on the Internaet; the server will destroy the cey alter 3 tme
apeedied in this window, After that, nebedy and never will be able o restore flas...

To ebtain the private key for this computer, which will automatically decryot files,
wou need to pay 100 USD /100 EUR / similar amount in anothar currency,

Click < Meaxt> to sefect the methad of payment and the currency.

Any attempt to remove or damage this software will lead te the immedinte
destruction of the private key by the sarver,

Image by forbes.com
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CryptoLocker

 CryptoLocker

2013

Believed to have
been first posted
on the Internet in

early September
2013

CryptolLocker was
targeted in late-
May 2014 via
Oﬁeration Tovar,
which allowed Fox-
IT, a security firm,
to obtain the
database of private
keys, to decrypt
encrypted files for
free
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Not Just
Windows

Mac Ransomware

— JavaScript type ransomware
that would persist even
after cIosing the browser,
due to the "restore from
crash” feature

— Clicking on “Reset Safari”
would allow you to recover
from the ransomware and
avoid paying $300 USD

Android Ransomware

— Svpeng, discovered by
Kaspersky Labs, infected
Android devices

— 25 year old Russian actor
was arrested, along with 4
others, however, reports
state that Svpeng infected
350,000 Google devices
and stole as much as

$930,000
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[ CryptoWall 20 8

5 @[3 fle//Clusers

/Desktop/DECRYPT_INSTRUCTION.HTML

What happened to your files?
Al of your files were protected by a strong encryption with RSA-2048 using CryptoWall 2.0.
Mare informaticn about the encryption keys using RSA-2048 can be found here: hitp /fen wikips

What does this mean?
This means that the structure and data within your files have been irevocably changed, you wi
with them, read them or see them, it is the same thing as losing them forever, but with our help

How did this happen?
Especially for you, on our server was generated the secret key pair R5A-2048 - public and priv
All your files were encrypted with the public key. which has been transferred to your computer
Decrypting of your files is only possible with the help of the private key and decrypt program,

1986
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* CryptoWall

Crypto*

Typically arrives on the affected
computer through spam emails,
exploit kits hosted through
malicious ads or compromised
sites, or other malware

Deletes Volume Shadow Copies
and disabled System Restore

* CryptorBit

2012

2013

Also called HowDecrypt, was
released in the beginning of
December 2013, and into 2014

Payment was to be made with
BitCoins, located on a TOR
server

Because it didn't delete shadow
copies, you could t%/ ically
recover encrypted files
DecrypterFixer, by Nathan Scott,
was written to attempt to
decrypt the locked files

2014
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Cryptolocker 2.0

Your personal files are encrypted Crypto Locker 2.0

* Seen in late 2013, early
2014)

 Encryption level changed

* Only accepts BitCoins

* Cryptolocker 2.0 was
written in C#, instead of

—Infa
[

Your important files were encrypted on thiz computer: photos,
videos, documents | etc. You can verify this by click on see files
and try to open them.

Encryption was produced uzing unigque public key ESA-4096
generated for this computer. To decryit files, you need to akbtain
private key.

The zingle copy of the private key, which will allowe you to decrypt
the files, iz located on a secret setver on the Internet; the server

C++ like CryptoLocker
will destroy the key within 72 hours after encryption
completed. Atter that, nobody and never will be ahle to restare

* Deloitte’s Cyber Risk
files,

Your files will be lost Services assisted in
without payment on: To retrieve the private key, you need to pay 0.5 hitcoins, d isru pt| ng the

11242013 3:16:34 PM Click proceed to payment to obtain private key. C rypto Locke r ransomware

Any attempt to remove orf damage this software will lead
lh:r immediate private key destruction by server,
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CryptoWall "4" (First seen November 2015)

CryptoWall 3.0(First seen January 2015)
CryptoWall 2.0(First seen October 2014)
CryptoWall 1.0/First seen March 2014)

CryptoDefense (First seen February 2014)

Cryptolocker clone (First seen Movember 2013)

Source https://www.cryptowalltracker.org

1986 1989 2006 2008 2010 2011

More Crypto*

* CryptoDefense

CryptoLocker imitator

Made over $34,000 in one
month, per Symantec

Distributed via spammed
emails

Uses Tor and Bitcoins for
anonymity; public-key
cryptography using strong
RSA 2048 encryption

* Cryptoblocker

Uses AES instead of RSA
encryption

Will not encrypt any file over
100MB

Count down timer to
encourage victims to pay

2013 2014 2015+
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& Buy Decryption Software - Windows Internet Explorer |z||i||z|
\:;:;; |ﬁ, https://erbitrifepoaitbo . onion, cabyboy . php? Y| QJ B | *2|| X |ﬂi ive Search | P~

| Fle Edit View Favortes Tods el

5y Fawerites | 58 ] 5uggested Sites + ] Weh Slice Gallery

!@Buy Jecryption Software |_ B B = v cager Sdetyr Todse @+
I ) Register bitcoin wallet a

You should rezister Bitcon wallet, see easy instructicns or watch video on YouTubs

©) Buy bitcoins

Plezse see recomended bitcoin sellers in your country

bittybot.co.uk - BittyBot helps Bitcoin buyers in the United Kingdom finc the best prices and most reputable traders.
howtobuybitcoins. nfo - Big st of trusted Bitcoin onine exchanges in UK.

speedybitcoin.co.uk - Convert your currencies to Bitcoins using your internet banking!

cryptopay.me - Simple and convenient service for Evropean customers to buy bitcoins with the best rate on the market.

quickbitcoin. co.uk - Lightning Fast Bicoin purchases in the UK.

o Send bitcoins for decryption software

Send 1.19 BTC (350 GBP) to Bitzoin wallet address 13gm2ezhWSHWzMsGoxtkDhKNNchfP5Sp3X | GetQR cade  Copy address

@) Verify transaction & receive software

View detailed transaction info and write Transaction ID to the field below.
Onee bitcoin payment is made, transactior can be verified after 10-15 minues.

Where ‘s Transaction ID?

Verify Transaction

< . | B

1986 2006 2008 2010 2011
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TorrentLocker

Email campaigns targeted specific
countries

— Australia, Austria, Canada,
Czech Republic, Italy,
Ireland, France, Germany,
Netherlands, New Zealand,
Spain, Turkey, and the
United Kingdom

1.45% of victims are paying the
ransom (570 of 39,670 infected
systems) that made the criminals
between $292,700 and $585,401 in
Bitcoin (ESET)

Initially, a tool was created to
decrypt the files, however, the
Torrent Locker authors modified
the encryption scheme to use a
different encryption method, which
resulted in breaking the decryption
tool

2013 2014 2015+
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e e L ————
G'-.-:';'ld'ﬂ.' 1.-.'-'--|||'|l.'--'friﬂu?ﬂ?.-'.un-r'-'-' sy P-RG [amﬂwm Sanvace ® |

Fie B8 View Frosiem Took Help

Ve e e el e

All your important files are encrypted.

Al the mement, the cost of private key for decrypting your files is 2.5 BTC ~= 580 USD.
‘Your Bitcoin address for payment: 1FracxPsSnTpGFRgV1FB1YX(Vri2AqMs2fs

1986 1989 2006 2008 2010
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TeslaCrypt and

CryptoWall 4.0
» TeslaCrypt, yP

— Also called AlphaCrypt uses
AES256 encryption

Executes "vssadmin delete
shadows /all” to delete Volume
Shadow Copies
Uses BitCoins as the payment
method
A tool, called TeslaDecrypt, was
released to decrypt files
encrypted by TeslaCrypt
* CryptoWall 4.0

— PowerShell and VBScript
“variant” was discovered
CryptoWall 4.0 utilizes new
filenames, and now encrypts a
file's name along with its data
The HTML page showing how to
pay was redesigned
Same installation characteristics
and communication methods as
previous versions of CryptoWall
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All of your files are encrypted with RSA-2048 and AES-12
More information about the RSA and AES can be fuumh «'-3.
http://en.wikipedia.org, *"Wi"g\% (cryptosystem)

http://en.wikipedia.org/wiki/Advanced_Encryption_Standard

Decrypting of your files is only possible with the private key and decrypt program, which is on our secret server.
wowece' /e your private key follow one of the nks:
1. http: “L,dtvar'cm-m /brr6.tor2web.org/728EF3F4A180252

2. http://6dtxgqamdcrvérré.onion. Lo*72QE“+ﬂ“18"'2 21

3. hitp://6dtxgqamdcrvérré.onion.cab/728EF3F4A1802521

4. http://6dtxgqam4crvbrré.onion.lir ﬂ,;-?.aSEFSF%‘-Ai&UZ%Z*
If ~*|| of this addresses are not available, follow these steps:

L. [‘of.mcfa d install Tor Browser: hf’p:: tCE'L’)i"“‘"iéL .0rg/download/dov
2. After a successful installation, run the browser and wait for initialization.
Tyi in h.«addieﬂs bar 6@ \*gqm crvorrb.onion/7 ¢8EF3F4A“”232'

Follow the instructions on the site.

l-
)
-.1
A
f.\'.

n1D: 728EF3F4AL802521 I
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Locky

The actors behind Dridex,
originally a banking Trojan
distributor, have switched tactics,
now using ransomware

One method of distribution is via
a Word document and Macro
Another method is via the
Neutrino Exploit Kit

Opening the macro will start the
download of Locky, causing the
files on the machine to be
encrypted

Targets valuable files, such as
.dog, .csv, .pdf, jpg

Costs .5 BitCoins (BTC) to decrypt
the files, roughly $200 USD
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KeRanger

First complete version of an
OS X Ransomware,
discovered by Palo Alto
Networks on 3/4/2016
Attackers infected two
installers of Transmission
version 2.90

Version 2.92 looks for
KeRanger and removes it
Approximately 6,500 copies
of the infected Transmission
Recovery costs are about
1BTC or $400

KeRanger infected
Transmission installers
include an extra file named
General.rtf

2013 2014 2015+

\ 4



Ransomware - All Your Data Are Belong To Us

Best Practices

Back Up and Verify Data
— Use tools such as Carbonite, Google Drive, or
DropBox
Updates
—  Windows
—  3rd party software
— Antivirus signatures

Education

— Training

—  Best practices

— Social engineering

— Avoid questionable websites
Enterprise Practices

— SNORT/IDS

— YARA Rules

—  Perimeter protection with UTM devices

—  Windows Group or Local Policy Editor to create
Software Restriction Policies that block executables
from running when they are located in specific paths

— Monitor other IOCs
Whitelisting applications
— PC Matic, Pro, or MSP
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Ransomware Predictions for
2016-2017

Interest over time

Regional interest

More expensive to decrypt files

More persistent, difficult to
remove

Continued use of Office macros
More exploits being utilized
More underground “services”,
providing one-stop shops

Take down of one or more
infrastructures, but not
people/gangs

More domain generating

algorithms used to generate
random domains

More use of TOR/Onion Sites
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Community Response
. — Law enforcement
CO I Ia bO I‘atlve EffO I‘tS — Private sectors
— Independent researchers
Competitors sharing intelligence
— DGA cracking
— URL feeds
— IOGs, IDS rules, etc.
CryptoLocker Working Group

— Rebranded to be more ransomware related,
broad coverage

“We're making a lot of progress, but like many other
types of crimes... we're not there yet. It is still a
problem. We clean up one, and another one shows up
on the market.”

Richard Jacobs / FBI Cyber Branch




